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Integrate phishing site and execute on the browser and social media
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Phishing check site

Q Try the new URL Reputation API by APIVoid.
Need to scan an IP address? Try IPVoid

Scan Website

Data submitted here is shared with security companies (terms of use).
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- Nodejs : Central System Z5:%¢

- MySQL : Danger link £51F

- Javascript : #EES APl BLER I X 20 E

- LINE Developer : ZE1T LINE Bot {5

- Discord API : 72717 Discord Bot {&f FH

- Google Chrome Extension : #17. Chrome IETTIE R / @ \




Web Portal

Coast Guard

Coast Guard
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ttps://google.com -

Link is safe.
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ol i B TRl




Web Portal

url request

Danger Link SQL

Web Portal Central System

result
yes or no




Danger Link data SQL

Navigator: - data urldata urldata urldata urldata urldata
SCHEMAS * WH FFAQC R O OB uowwows % ¢ Q1

0 |risar Abhiocts |

: | 1@ SELECT * FROM urldata.urldata;
| SYs
v || urldata
T@ Tables
» E urldata
Views
B9 stored Procedures
@ Functions

| Result Grid | ] 4% Fiter Rows: | edt: @) b b | Export/impo

url val
https: /foutt.ly

https: [/eltayseer.com
https: //markigo.be
htips:/ftwentySuk.com

val=0 =>1&fg val=1 =>FJEx
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Danger Link data SQL
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external

result check site
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Central system
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https://xxx.000.com/aaa/bbb.php

https:// XXX.000.COMm /...

https://xxx.000.com

or http://xxx.000.com




Central system

voidurl.com HYkg HI 445 R

Report Summary

Website Address Google.com

Last Analysis 7 hours ago | & Rescan

Detections Counts| 0/44

Domain Registration 1997-09-15 | 25 years ago




Central system

FRIZ A [E]49n5RY fetch 4
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Central system
fetch = require("node-fetch");
fetch( "HEHELAY url™ , {
"header”: {

}s
"deyH: uu’

"method”: "post”

})
.then(res =>{

return res.text();

})

[B{#H—FEZ html code => HEHFEFEVIER 8T
EHHFEHAY header §R body &~ —1%
BREE T E A ARG SR e T UIETA




Central system

external
check site

Central System

external
check site




LINE Bot

s — (USRI LINE Bot

https://google.com

Google
128 [EF HE Play )
YouTube #if& Gmail £...

& £

IR B 4G4 E 2] Central System

sz Linkis safe

https://eltayseer.com

Contact Support

RSB © Central System & 52 {545 bot

sz Olink is phishing®

https:/markigo.be LINE Bot ?E%ﬁ%%ﬁﬁéﬁ{ﬁﬁﬁ%

markigo.be ( \ ’
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sz OlLinkis phishingd



LINE Bot

Webhook settings

Webhook URL & https://coastguard.imslab.org/linewebhook

message . LINE bot port .

nginx & https://coastguard.imslab.org #E %1 LINE Bot HYF£UY port

coastguard
.imslab.org

LINE Bot FHHR - =45 Central System




LINE Bot
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Discord Bot

INE#+ 2022/06/03 Bl LIN Eiﬁﬁllﬁ/\j [

FE BEA 2022/06/03 ~7F73$<%}EH Discord Bot T%Lligﬂ%
- @)\B#+, Link is safe

ING# Tt 2022/06/03 fgg/ﬁ\ Central System ;EIJ%E

FHEGE RN E

BE BEBA 2022/06/03

- @)\BHEt, ALink IS phishingA

Discord 1EFA5¢ EEE#TT(HE » HFEEE token H[IH] {3 H
client.login( token ) 5 0] DAZE Bot 4R T




Google Extension

| & facebook.com

fERIE T A

Link is safe

A @ cuttly ® i

cuttly — (Pricing | [BESGRN tRET®E
A Linkis phishing A

URL Shortener

Here you have full
control over your links.
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Google Extension

manifest.json

Google
Extension

popup.js




Google Extension
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Chrome
Alert

Central

popup.js




external phishing check application

external phishing check application

dentral syste external phishing check applicatio

Line app

receive request

external phishing check application

Discord app

Danger link data | saved

Chrome




