AutoEncoder Based DDoS
Attack detection in SDN network
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1 INTRODUCTION classes routinely fail for imbalanced classes, and de-

veloping reliable techniques for classification in the
Many binary classification problems exhibit class imbal- presence of severe class imbalance remains a challeng-
ance, in which one of the two classes vastly outnumbers ing area of research (He and Ma, 2013; Krawczyk, 2016;

the other. Classifiers that perform well with balanced Fernandez et al., 2018). Many practical approaches

reference : https://arxiv.org/pdf/2107.01777.pdf
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window size #fTHN 5, XEF/IITEHIER, ATLLFE| Normal window 2= A
KK Anomal window FIBI= , (normal B 14% B2, anomal R F 3441 %),

Data Shape: (144453, 15, 34)
Label Shape: (144453, 2)

Anomal Shape: (3441, 15, 34),
Normal Shape: (141012, 15, 34)
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[> TP: 3182, TN: 140740, FP: 272, Fn:259
[[140740 212
| 259 31821}
Auccracy: 0.99632406388237
Precision: 0.9212507237984945
Recall: 0.9247311827956989
Fl: 0.9573178275873826




