3 P4 4e ONOS F A B E ¥ 0 DDoS sz i g
Implementing Machine Learning-based DDoS Attack

Detection on P4 and ONOS
FEEZR R
R B OTF0E ~ MR
Fi2% T.H.:Python ~ P4 ~ ONOS ~ Mininet * Wireshark
JHIEREREE: Ubuntu 18.04
— ~ B

PACRTRE R Eips B 1L B B R B E5 2 — TR IRAY ~ BRI miE =G S - B2
FZKEE Data planes (I ~ BSHHES - SRS AR ~ ISR AR HEE A -

ONOS #&#: T Control plane > BEYERSEAIVICE - EHEAZEH] - TRESELRTEMEISSE
PRI B T, - MR A — AV B -

By T BREAACEACR 219 DDoS TU82 - FPBERY P4 51 ONOS AIEHI DDoS £ » 45
i# Data plane FEHEH E124R, » 1835 Control plane » #{% 3548 Machine Leaming Model
AHIBTRE £ DDoS 1

Machine Learnin l
Model ° « E,I
\Qﬁ@

AL E:

Control Plane

Data Plane
L=~
Attacker m Victim

P4 Switch



— -~ HEES R

IR B 2 1% » IRAMITE Attacker T#% - F Tepreplay LE. » i At HIFEL IR S
(CIC-IDS2017) EFR AR i =[BT » {F Machine Learning Model {758 5 KNN (K Nearest
Neighbor) ~ RF (Random Forest) 2R i &g - 317 H 3AFE A [E] AN time-window * 155 &
GEER o

T [E{E Model T » 45 time-window s BN [ G 28| HEH > RILEATE Bk

TEEZL1% » $18R[E Model 25 B H A time-window 2R EEEAY - ¥ KNN K7 time-
window ASFPEE > FE IEMEHIETRYZRIFZ &Y » M RE AIZE time-window A 20FPHEZRIR
AT e

{47 FH%ESE R S48 28R AE Control plane#h T E 8 uE L » Fe A FHData plane
T 4RAEHIMERL - U EMEEE  WE #H[E] 45 Control plane > JE#EControl plancHJEHE -

TPR{IEH_'H MRS IEE&':HJEEEUJ [J_TH:.}

94

o 92 4586 92 8865 92 4748 924293

92 91 0052

91
= 90

29 28.3150
% - 274991 B7.B542

g7

26

85

84

Dsec Alsec
KINMER RFEY EEER
mENN mEF
i — v A L=
TNR(DDoS;fii 7 1= rEHEREY 11 o7ER)
o855 98.3004 987301
9749537 97 o041
o8

975
% o 5 919 06 0048
1 96.5579 96.6461

96.5

95
955
Bezer Al=ec plsec
KNNE@RFE’EH:I:@

WmEMNM B RF



