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Using Machine Learning to detect DDoS
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CNN RandomForest Decision tree
Output £ & % True positive 5965 | True positive 5937 | True positive 5897
S e R True negative 4031 | True negative 4012 | True negative 3948
(H] 87T 5 I’ty False positive 0 | False positive 19 | False positive 83
False negative 4 | False negative 32 | False negative 72
Accuracy 0.9996 | Accuracy 0.9949 | Accuracy 0.9845
Precision 0.9996 | Precision 0.9949 | Precision 0.9845
Recall 0.9996 | Recall 0.9949 | Recall 0.9845
F1 Score 0.9996 | F1 Score 0.9949 | F1 Score 0.9845
Output £ & % 3 [ Irue positive 6949 | True positive 6998 | True positive 6987
e i True negative 2983 | True negative 2951 | True negative 2933
(& 287852 F) TFgise positive 3 | False positive 35 | False positive 53
False negative 65 | False negative 16 | False negative 27
Accuracy 0.9932 | Accuracy 0.9816 | Accuracy 0.9679
Precision 0.9995 | Precision 0.9841 | Precision 0.9655
Recall 0.9907 | Recall 0.9873 | Recall 0.9789
F1 Score 0.9951 | F1 Score 0.9857 | F1 Score 0.9722
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