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Decision tree model |

Random forest modell

dataset data spilt_| 709% training set | model training
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Naive Bayes model l
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Total feature extraction time 33m 20s
Total feature selection time 46s
Total training time 4m 45s
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Model Precision | Recall | Fl-score | True positive rate False positive rate
DecisionTree | 0.9999 0.9998 | 0.9998 0. 9998 0.0001
RandomForest | 0. 9999 1. 0.9999 1. 0.0001
KNN 0. 9996 0.9999 | 0.9997 0. 9999 0.0004
XGBoost 0. 9999 1. 0.9999 1. 0.0001
Naive Bayes | 0.9674 0.9569 | 0.9621 0. 9569 0.039
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Model Precision | Recall | Fl-score | True positive rate False positive rate
DecisionTree | 0.998 0.9971 | 0.9976 0.9971 0.0004

RandomForest | 0. 9988 0.9985 | 0.9986 0. 9985 0.0003

KNN 0. 9983 0.9961 | 0.9972 0. 9961 0.0004

XGBoost 0. 998 0.998 | 0.998 0. 998 0.0004

Naive Bayes | 0.8792 0.9194 | 0.8988 0.9194 0.033
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Model Precision | Recall | Fl-score | True positive rate False positive rate
DecisionTree | 0. 9975 0.9985 | 0.998 0. 9985 0.0008
RandomForest | 0. 9987 0.9987 | 0.9987 0. 9987 0.0004
KNN 0. 9969 0.9981 | 0.9975 0. 9981 0.0009
0
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XGBoost 0.9983 0.9981 | 0.9982 0. 9981 0.0005
Naive Bayes | 1. 0.9856 | 0.9927 0. 9856 0.
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-05-19 14:15:58.560

[Slow HTTP Attack Detector] Detect a 'benign' flow (src_ip: .168.10.102, _ip: .168. , src_port: , dst_port: 86, protocol:
05-19 14:16:06.305

[Slow HTTP Attack Detector] Detect a 'benign' flow (src_ip: .168.10.102, dst_ip: .168. , src_port: , dst_port: 80, protocol: 6
05-19 14:16:13.554

[Slow HTTP Attack Detector] Detect 'benign' flow (src_ip: .168.10. A aipe .168. , src_port: , dst_port: , protocol: 6
05-19 14:16:20.558

[Slow HTTP Attack Detector] Detect 'benign' flow (src_ip: = .10. > i H .168. , src_port: , dst_port: , protocol: 6
-05-19 14:16:26.822

[Slow HTTP Attack Detector] Detect 'benign' flow (src_ip: 3 .10. 5 _ip: 5 .10. , src_port: , dst_port: , protocol:
-05-19 14:16:39.826

Slow HTTP Attack Detector] Detect 'benign' flow ip: 3 .10, ip: M .10, src_port: dst port: protocol: 6

[Slow HTTP Attack Detector] Detect 'slowloris' flow (src_ip: i .10. " s ~ , src_port: 42928, dst_port: , protocol:
-05-19 14:08:40.037

[Slow HTTP Attack Detector] Detect a 'slowloris' flow (src_ip: .168.10.100, : . , src_port: 42932, dst_port: 80, protocol: 6
-05-19 14:08:40.055

[Slow HTTP Attack Detector] Detect 'slowloris' flow (src_ip: .168.160. 2 $ = , src_port: 42940, dst_port: , protocol: 6
4-05-19 14:08:40.071

[Slow HTTP Attack Detector] Detect a 'slowloris' flow (src_ip: .168.16.100, : g , src_port: 42950, dst_port: 80, protocol: 6
-05-19 14:08:40.089

[Slow HTTP Attack Detector] Detect a 'slowloris' flow (src_ip: .168.10.100, : 5 , src_port: 42958, dst_port: 80, protocol: 6
-05-19 14:08:40.107

[Slow HTTP Attack Detector] Detect 'slowloris' flow (src_ip: .168.10. 2 g - , src_port: 42960, dst_port: , protocol: 6
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Detector started!

[Slow HTTP Attack Detector] Detect 'slowread’ (src_ip: .168.10. ¥ X A = , src_port: 58746, dst_port: , protocol:
-05-19 14:12:37.8606

[Slow HTTP Attack Detector] Detect 'slowread"’ (src_ip: . .10. » : . 10. , src_port: 42866, dst_port: , protocol:
-05-19 14:12:37.819

[Slow HTTP Attack Detector] Detect a 'slowread' (src_ip: .168.10.160, : - .101, src_port: 42856, dst_port: 80, protocol:
05-19 14:12:37.835

[Slow HTTP Attack Detector] Detect a 'slowread' (src_ip: .168.160. . : : 5 , src_port: 42850, dst_port: , protocol: 6
-05-19 14:12:37.861

[Slow HTTP Attack Detector] Detect "slowread’ (src_ip: 5 .10. > - s % , src_port: 42844, dst_port: , protocol: 6
05-19 14:12:37.875

[Slow HTTP Attack Detector] Detect 'slowread’ (src_ip: . .10. s : . 10. , src_port: 42842, dst_port: , protocol:
-05-19 14:12:37.896

[Slow HTTP Attack Detector] Detect a 'slowread' (src_ip: .168.10.100, : . ©.101, src_port: 42830, dst_port: 80, protocol: 6
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