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Introduction How Little Can We Encrypt?

Logical deletion leaves SSD data forensically recoverable, and Forensic Image Recovery — DC-From-AC via Poisson Iteration

overwriting is O(n). We propose a format-aware selective crypto- 1 8x8DCTblock  DC(mean)  AC (texture) 3. Poisson reconstruction
erase: one key per file, so deleting a file means wiping a single key — .
an O(1) operation, verified against a worst-case forensic adversary. — S
“*Why Progressive JPEG " l l /
Progressive JPEG is widely deployed across web and image- 2. Se'ec'fi"e - "

Encryption e

Integrate inter-block gradients
(V2 = V-g) = Recover DC field
More Poisson iterations = DC converges

Value (Rigorous)

delivery pipelines, where its frequency-ordered scans render
images coarse-to-fine. Because recognizability is concentrated
in the leading low-frequency scans, encrypting this compact,
locatable region renders the entire image unrecoverable —
making a prevalent format also an efficient target for selective
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* P2 Body — Write (encrypt flag, bit 15 = 1) - = fields (Amount-Date-Account-Name) < 0.10.
* P3 Rest — Write i s
— Lev(GT;, OCR
NVMe Commands — —» CDW 2 | CDW 3 F1e1dw0rst — max [ 1— (GTy, /) < 0.10
(Write / Read / Saniize / DSM) . . fe {Amount, Date, Account, Name} |~ max(|GTy|, |[OCRy|)
file_group_id \ /
QEMU/KVM + FEMU Emulator -
LPN Key id Il / \
NVMe Controller 300 100 File_group_id = OXAABB E ® I R I
» Parse NVMe command opcode (Encrypt flag) 301 100 B - x p e rl m e nta e S u ts
* Generate AES key 302 | OXFFFFFFFF id =100
i l - - Image (photo)
Data Path (DMA) Control Path (with key) ' '
/ ) ) ‘l’ ( Each box I;o;:r;:::dR:\:::: ae{lyir;azies: r;ttu;:.i:: r‘::irc? ?;ZZ?;maqguea?t?lt::, outliers) Per-file Latency at 60% Encryptifm ~ Encrypted vs Plaintext \
SED Engine — T — = | - l T
AES-128 XTS ey Mgmt 1| Maooin Soo BN g e e T
Encryption / SRAM Buffer y Mapping | / D Key Key_id = 100 Key_id = 100 Key _id = 100 S os- T T T [ ] [ [ [ l 4000
. g 2000
Decryption NAND Latency Simulation 0 |0x856DFD43C... - I .
1 | 0x4165CABBA... T I
A4 y Key Flush - . count = ol | | | i l T T % 12888
] ) ] 256 1% 3% 5% 10% 20%Encryp3tfl)o/n Rat|040% 50% 60% 75% 100 % 100
Virtual TLC 3D NAND Storage | i < 10 =
' 400 KB 800 KB
P1 Header P2 Body P3 Key Pages ' '
(Plaintext) | (Encrypted)| (Plain) | (NAND-reside) ' ' ——— e
N Each slot is 16 bytes - |
- ~ 1% 3% 5% 10% 20% 40% 60%
Latency Benchmark ______ Document
( " W°r5t6§:;ien§$2:ét;‘ég ?;!jds ;nRI'?t;élr’_‘c‘igg?m‘;rt";%:'O‘teor?gg:'g‘oeis": dBatch Per-file Latency at 90% Encryptlon Encrypted vs Plaintext \
Full Write > Read = Erase lifecycle measured on FEMU, swept across 5 image ;| T .o e 000
. . . /98 - 6000
sizes x 6 encryption ratios g 2000
Full Lifecycle (NAND + AES + Erase) across Size x Ratio %04 1 2000
Top: NAND W/R + AES encrypt/decrypt tax. Bottom: key delete = 5 pus (O(1)) vs overwrite (O(n)). ‘g ' .
5 e T e o L ; e o
~ = l‘r% 5:% 1(T%a 304: SOA: 70/ 100/ 1000
3.;1‘-:' 15000 Encryption / destruction ratio (%) 1;)00
Ewm
& E
e .
'-cl t 10000 o —
o= e
+c . - :
2 nouunn umnunn HHRNNN = 3 :
(:nL Bl Crypto-Erase (key delete, O(1)) W Software Overwrite (O(n)) = e = “ e T - o b
> 10% o —%
: . 0% 1% 5% 10% 30% 60% 90%
||||| |” _|| ”” m || ||| SECURE ENCRYPTION RATIO
E o: o- o: o- o- o- o o° ) o: o: - o- o: o- o- o- ) o: o- o- o- o o- o: o- o- o: 0 ] [
I L \60\ s 8° " \60\ ' 8° " \60\ S° 8° \4,0\ S° &° " \60\ ' Photos 60 /0 forensic correlation < 0.30
0 _
153 KB 206 KB <77 KB 1056 KB 2100 KB Documents 90 /0 OCR character-recovery < 0.10
Encryption Ratio (bars grouped by image size) Same O(1) crypto-erase cost for both. The higher cost of securing text is paid only in
_ Deletion cost stays constant while data grows ) \_encryption coverage — never in deletion latency J

Demo Videos =#:




