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1-1 Raft[1] JE&EZ R E g2k

timeout
(term + 1)

timeout
(term + 1)

RESHER
ST e

REEE 3= IN BEE
(Follower) (Candidate) (Leader)
RIRIARE I

FHtermEZ VD,

KBEEMDBYERRFERKREFRAFABE-ESEERHIELANEEEHRRD, BT RFEEBEE
AUER ¥ (Misjudgement), 5|52 R R, FERFKATRAM



1-2 IR R ERIBRH

BRERE /#E SR : Standard Raft[1] . TCP XN BENREFE LinUCB[2] .

RTO . Dynatune[3] DQN-Raft+[4]

TREL RN (Lag) ERBELEE, BLEYH HREL BERARS (KB EERZEHES) . K
= TE. FTReE R A BN RSFAEEMAE S BaCHEBEE, #HRIEERS T EABKE

3 Leader #f& BE1T (AR Z FPURIMCU)



Z . HRAERERN

5IAEE#HRAI Q-Learning JER X, iZ Raft BiZARIEE THREIKE BEI2E i EhEE
A B R By [ ]

BIMEE

1. SAA%T EESHE TR RH,
2. ERERE EHCEHBER, SEIER MCU,

HATHRIZEHE Q-Learning #HNMEEER LT, BEEBEEZEESHEREMNT
FRERMY, AHEEA Software-in-the-Loop FIE & BB ETERE R LR
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3-1 R 224 : Software-in-the-Loop (SITL) EZE&IR1E

Edge Node Firmware (C/C++)

Raft Consensus Module
-Handle RequestVote / AppendEntries-
Manage Log and Term

Simulation Controller (Python) . St .
: (RTT, Jitter) Action
Netwqu Chaos Generator : > ) (Set Timeout) ot
(Jitter/Delay/Drop) S '
(Puccesgs/Fail)

/ - : Q-Learning Agent
[ Global Timeline ] =
r

BEid FFl/ctypes #&4& Python
FSRIIREEER H Python &
BEAENMARILE. EF0%55
, B238 C b usa it

Action Masking (Safety)

N

(Latencyt Fpareto7r &k, jitter{f FHgaussy )
ctypes / FFl Interface ATHAEXBERAEEEERE LN, &0 Raft 8
Q-Learning ¥ LU#li C S #

Output .
(Packets)




3-2-1 58{L B2 & E& ET-1K 58 (State) K 47 (Action)
State (IRIEETELRT 10 IKFIFAREF) -
IESE (Latency) E#k:

Low : FJFEE < 80ms, Med : F3EE > 80ms, High : FHIEE
150ms

e (Jitter) F#k:
Low :#1&j < 20ms, Med : &) > 20ms, High : &) > 60ms
State = (Latency Sk x 3) + Jitter £k
Action: Arm 0 (150~300ms)/ Arm 1(250~500ms)/ Arm 2(500~1000ms)




3-2-1 iR{L 2B ERAT-SE B 2L (Reward Function)
Total Reward = Base Reward - Latency Penalty - Timeout Length Penalty
Base Reward: follower Y& Z:l>k (+10) / candidate & (+100)
/candidate;%E (—40)

Latency Penalty : #1'8 T 9 IEEIR LL G0 57, EEME, H1#%,
BEBRIEAESRETHE REE

Timeout Length Penalty (timeout_length_ms * 5) : /) Arm #{R=F
GREFfER), 1M IS :’iﬁ%‘%‘z%&ﬁ—rﬂ’mrm

Q_new = Q_old + a x (Reward — Q_old)



3 BRXET5EFh

RIBEERNRBBERERRE ¢
ERRIRE EREe KR

e <5 10% il 5k B Bl B E, MERIKIR A EE, 2R

e 6~20 3% BEEET, EMas, DER

o >20R 1% BERTE, #Fx2EE Q-Table, EFRIER
followerflcandidatefgtable 7y Bi->—{E £ ZFheartbeat, — A5 E £ @
=ERHER) Arm ERET EEB L 23 REFEEFIERESTH Arm 2

ElERSBER FTATEFEA int32_t BHEEHEMEF SCALE=1000 &
HE/NEY
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4-1 EERIG ARG
¥18848 : 4 Random [E#E KB vs TCP-like vs AEZE Q-Learning,
BE =

Stable—Crash _
BESZSER60s, BSEREMAMEEE
Stable—Crash—Recovery BT R ERT EHERFERH M

Leader Death + Bad Network
Hell-Good + Repeated Kills (% iK% &)
Tidal Network (G4 #8ES : B EA T4 K Eh)
E B 512 : Misjudgement (ER¥I22) / Availability (R =] FEFfE)
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Availability % (1 more is better)
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Raft Policy Comparison: Random vs Q-Learning vs TCP
Metrics: Misjudgement / Availability%
'*' marks the best performer in that category.

0*/99.7%* 118/11.4%
25%/68.6%* 44/63.7%
0*/64.0%* 108/34.7%
9/67.6%* 1%/60.4%
32/58.8% 75/52.4%
. 8%* 44%/21.8% 125/11.6%
.6% 29*%/64.7%* 79/56.2%
7% 24*/40.5%* 67/37.2%
2/58.4% 0*/60.5%* 0*/59.2%
11%*/75.3%* 37/52.8% 55/51.2%
74/23.7% 58%/35.6%* 95/14.9%
47/58.6% 25%/60.8% 46/61.8%*
0*/63.7%* 21/37.8% 77/33.7%
17/59.9% 3/68.0%* 2*%/60.0%
14* /74 .2%* 22/60.1% 69/52.9%
81/24.8% 37%/38.2%* 97/12.1%
37/62.4% 27% /77 . 8%* 83/56.8%
40/32.5% 32%/36.0%* 98/33.5%
16/59. 0*/57.1% 3/58.6%
28/60.1% 20%/64.6% 58/68.2%*
71/23.7% 44%* /38 . A%* 170/9.7%
45/61.6% 35%/70.1% 35%/80.2%*
35/51.3%* 31%/34.8% 75/36.2%
0*/57.8% 0*/62.7%* 0*/59.9%
26*/68.5%* 27/61.0% 62/52.1%

Misjudgement
Availability
Misjudgement
Availability
Misjudgement
Availability
Misjudgement
Availability
Misjudgement
Availability

1
2
3
4
5
1
2
3
4
5
1
2
3
4
5
1
2
3
4
5
1
2
3
4
5




4-3 BREF DI - HHEE I MR (Snb) RIEAFE?

AT EA RS (Tidal Network) EF &S5 BERAHEBIZ1 8L, B4 Q-Learning &
TE AR E (Q-Table), BIREFEENRE, LAMKERMEMER(EEIREZ),
B EARREIE Random RKEE,
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5-1 #245

BRI ALER AL BLINEE FPU (REHEHET) MW C EERLTELTEE
24 (Fixed-point)Q-Learning ;E& %, BEF HELEEMABIRE, X EEERZ
PR B9 B iz 28 (MCU),

R a] AMEKIRIRF  FER B RE RS, IRE g B EEMKRAE ., 7 80%
(4/5) =L HREIKE=T, Rt ERTAEE B AER Random £
TCP-like JEHE %X, KigE4 T:EE AR (Misjudgement)

EEE AR SITL BIE A Python B C $2EMIFEEEE rm (FFl/ctypes),
B ThEEIL Software-in-the-Loop #=#t 2848, :EZBA T ER A BRRIERRRI, £RE
MRS R ER TR E AN,



5-2 RIERKZE

o EHIAEI: BRI Reward ##|E Q-Table & 5 32 FE LS I 28 . RARAIMA

Forgetting FactorgkSliding Window ##ll, (2 R #f1E m YRR ERI 2 2 EIR
R, REMEREIKE RS, RAREERE,
o EEMErHARIEEESE
o BR#FEHFEE Docker 254, FIF Docker Network #& 4% iifi fR #I #3 I8 $R1&¥
, EITH B AR B RS

o WAEZER C Firmware BEEHREZEHER, BIIEESEGEIRES
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