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SID 7000303 Category Potentially Bad Traffic

SID 7000302 Category Successful Administrator Privilege Gain

140.116.247.244

Section 1, Minsheng Road, Taiwan - 1 protocol

Overview Alerts 38 Packets 300

"severity . 1,

"source": "elastalert",
"attacker_ip": "140.116.247.244",
"node_id": "node_3",

"protocol": "http",

High HTTP socket or command submission

"signature": "HTTP socket or command submission",
"signature_id": 7000303,

"category": "Potentially Bad Traffic",
"severity": 1,

"source": "elastalert",
"attacker_ip": "140.116.247.244",
"node_1id": "node_3",

"protocol": "http",

High HTTP successful login to honeypot web Ul

"signature": "HTTP successful login to honeypot web UI",
"signature_id": 7000302,

"category": "Successful Administrator Privilege Gain",
"severity": 1,

"source": "elastalert",

"attacker_ip": "140.116.247.244",

"node_id": "node_3",

"protocol": "http",

Proto HTTP Dest 127.0.0.1:8080 Node node_3

Proto HTTP Dest 127.0.0.1:8080

Node node_3

6/10/2026, 21:49:48

ElastAlert

6/10/2026, 21:49:35

ElastAlert
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Bangiao Road, Taiwan - S protocols
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Overview Alerts 5 Packets 259
High  TCP/custom possible buffer overflow probe 5/26/2026, 12:18:22
SID 7000602 Category Attempted Denial of Service Proto CUSTOM Dest 127.0.0.1:15566 Node node_1 ElastAlert
"signature": "TCP/custom possible buffer overflow probe",
"signature_1id": 7000602,
"category": "Attempted Denial of Service",
"severity": 1,
"source": "elastalert",
"attacker_ip": "125.228.248.22",
"node_1d": "node_1",
"protocol”: "custom",

"timestamp": "2026-05-26T04:18:22.2942",
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